YLYAS NURMUHAMMEDOV

+60 1125-019-547 | nurmuhammedovylyas0909@gmail.com

linkedin.com/in/ylyasnurmuhammedov | portfolio-ylyass-projects.vercel.app | github.com/Ylyass

SUMMARY

Self-taught software engineer from Turkmenistan who built and ran a real business at 18 before shipping production systems for real
clients during university. Proficient across the full stack — Next.js, React, TypeScript, FastAPI, PostgreSQL, Supabase, AWS — with a
cybersecurity and networking foundation from Cisco Networking Academy and CyberOps training. Five languages, two continents, zero
shortcuts.

PROFESSIONAL EXPERIENCE

Full Stack Developer Intern — Tajau Berseri Services (SmartTaxApp) Dec 2025 — Mar 2026
Kuching, Malaysia
¢ Solo-engineered and delivered a production-ready multi-tenant tax compliance platform within a 3-month internship, owning the full
lifecycle from architecture through client handover.

e Designed a PostgreSQL data model resolving tax classification conflicts across industry type, revenue bracket, and business category
— supporting multilingual records in English, Malay, and Chinese without frontend translation dependencies.

e Built an automated pipeline for unclassified items: unresolved queries are logged, compiled weekly, pushed to a shared cloud drive
for admin review, and propagated back into the system with zero developer involvement.

e Secured user and business data across tenant boundaries using Supabase Authentication, Row-Level Security, and least-privilege
access controls.

Co-Founder & Operational Lead — Business Registration & Consulting Venture Jan 2022 — Aug 2022
Turkmenistan

¢ Identified an unaddressed gap in the local market and launched a B2B consultancy from scratch at age 18, providing end-to-end
corporate registration, document compliance, and business licensing services.

e Delivered complete company formation for 15+ clients and secured specialized regulatory licensing for 5 niche-market businesses,
compressing a multi-month bureaucratic process into a predictable 2—-3 week turnaround.

e Built and managed an execution team of 7-8 people — all older — coordinating document pipelines, client onboarding, and
government liaison under strict legal deadlines.

® Scaled the business 3—5x within 6 months through word-of-mouth before leaving to pursue a Computer Science degree abroad.

SELECTED PROJECTS

Full Stack Developer — Swinburne Campus Mobile App Sep 2025 — May 2026
Swinburne University of Technology Sarawak | Final Year Project

e Deployed a production Progressive Web Application (PWA) for the Swinburne IT department, blending 360° campus navigation, core
student services, and administrative dashboards; verified by 80+ live users with a 92% positive rating.

e Engineered an interactive 360° pathfinding engine utilizing interconnected panoramic data nodes mapped via an A* search algorithm
for optimal route generation across campus facilities.

® Integrated Microsoft Authentication and a hybrid Al assistant combining OpenAl APIs with rule-based routing to handle structured
student support queries reliably.

e Secured transactional student profiles using JWT token validation coupled with structural database-layer Row-Level Security to safely
isolate active user sessions.

Full Stack Developer — Park Guide Training & Management Platform Feb 2025 — Jul 2025
Semenggoh National Park, Kuching, Malaysia

e Built an loT-integrated operations platform for the Semenggoh Wildlife Centre, actively deployed and tested by 20+ field rangers to
coordinate bookings, training records, and environmental alerts.

e Developed an Arduino-based ESP32 perimeter system integrating PIR motion sensors, broadcasting automated JSON data streams to
web handlers for real-time asset intrusion logs.

e Managed role-based access control (RBAC) layers distinguishing administrative and ranger permissions, while integrating an Al-driven
image recognition module for in-field classification of protected flora.
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Designed and mapped secure AWS infrastructure topologies containing EC2 compute, RDS engines, S3 storage buckets, and IAM
privilege policies.

EDUCATION

Bachelor of Computer Science, Major in Cybersecurity — Swinburne University of Technology Sarawak  Sep 2023 —Jul 2026
Kuching, Malaysia | CGPA: 3.5/4.00 | Semester GPA: 3.6 /4.00 | Expected Graduation: 24 July 2026

Relevant Modules: Cloud Computing Architecture, Software Architectures & Design, Deploying Secure Engineering Applications,
Introduction to Artificial Intelligence, IT Security, Network Security & Resilience, Malware Analysis

TECHNICAL SKILLS

Languages & Runtimes: Python, TypeScript, JavaScript, SQL, Node.js
Frameworks & Ul: FastAPI, Next.js, React, Tailwind CSS

Databases & Security: PostgreSQL, Supabase, Row-Level Security (RLS), Schema Normalization, Query Optimization, JWT, Least-
Privilege Access, RBAC, PKI, TLS/SSL Fundamentals

Cloud & Networks: AWS (EC2, RDS, S3, IAM), Vercel, Linux, TCP/IP, Routing & Switching, VLANSs, Subnetting

Tools & Methodologies: RESTful API Design, Architecture Patterns, OOP Design Patterns, Agile/Scrum, Git, GitHub Actions, Postman,
Jira, Confluence

CERTIFICATIONS

e ELITE Certified SOC Administrator — Tecforte In Progress
e (Cisco Certified CyberOps Associate June 2026
e |ELTS Academic — Overall Band 6.5 (Speaking 7.5), CEFR B2 Apr 2026
e CCNA: Enterprise Networking, Security, and Automation Jun 2025
e CCNA: Switching, Routing, and Wireless Essentials Jun 2025
e CCNA: Introduction to Networks May 2025

LANGUAGES

Turkmen Russian English Turkish Malay

Native Fluent (C1) Professional (B2) Conversational (B1) Basic (A2)



